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WHO Secretariat: Katherine Littler, Co-Unit Head of Health Ethics & Governance in the Department of Research for Health in the Science 

Division of the World Health Organization, Sylvie Briand, Director of Pandemic and Epidemic Preparedness and Prevention in the Health 

Emergencies Programme, Tina Purnat, Team Lead for Infodemic Management in the Unit for High Impact Events Preparedness of the 

Department of Pandemic and Epidemic Preparedness and Prevention, John Reeder, Acting Chief Scientist and Director of Research for 

Health Department in the Science Division, Andreas Reis, Co-Unit Head of Health Ethics & Governance in the Department of Research for 

Health in the Science Division, and Sandra Varaidzo Machiri from the African Field Epidemiology Network in Zimbabwe. 

Co-chairs of the group: Isabella Ballalai from the Brazilian Immunization Society and Calvin Ho from the Centre for Medical Ethics and Law 

at Hong Kong University. 

Experts involved: Najeeb Al-Shorbaji from the Jordan Library and Information Association, Thalia Arawi from the American University of 

Beirut, Cherstyn Hurley from the Health Security Agency in the UK, Dimitra Lingri from the European Healthcare Fraud & Corruption 

Network (EHFCN) and the Department of Law at the Faculty of Law at Aristotle University of Thessaloniki in Greece, Stefan Mandic-Rajcevic 

from the Infodemiology Lab at the School of Medicine at the University of Belgrade in Serbia, Lisa Talia Moretti from AND Digital in the UK, 

Syed Nakazat from the DataLEADS Foundation in India, Claudia Pagliari from The Usher Institute at the University of Edinburgh in the UK, 

Alejandro Posada from Internews in Bogotá, Colombia, Ana Lorena Ruano from the Center of Studies for Governance and Equity in Health 

Systems in Guatemala, David Scales from the Weill Cornell Medical College at Cornell University in the USA, Max Smith from the School of 

Health Studies at Western University in Canada, Theresa M Senft from Macquarie University in Australia, Harry Sufehmi from MAFINDO in 

Indonesia, Ross Upshur from the Dalla Lana Faculty of Public Health at the University of Toronto in Canada, and Fatou Wurie from Harvard 

University in the USA.

Observers: Surangani Abeyesekera from UNICEF, Guilherme Canela De Souza Godoi from UNESCO, Timothy K Mackey from the University of 

California, San Diego, Lee Hibbard from the Council of Europe, and Betsy Mitchell from the US Centers for Disease Control and Prevention. 
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Active and passive 
freedom of 
information

Trust, transparency, 
and trustworthiness

Vulnerability of 
individuals and 
communities

Privacy, 
confidentiality, and 

consent
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• To guide organizations and individuals seeking 
advice on how to ethically engage in social 
listening,

• In concordance with the protection and 
respect for human rights,

• As part of an infodemic management protocol,
• Before and during health emergencies. 

= Navigate the tensions detailed before and (try 
to) strike that balance.
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Define the 
activities and the 

context

Identify risks and 
challenges

Define aims
Define guiding 

principles

Develop 
implementation 

guidance

Infodemics? IM?

Potential harm?

Moral values to pursue?

Where do we want to go?

How do we get there?
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literature

Expert 
consensus
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1. Prioritize anonymity; else, informed consent: Whenever possible, operate on anonymized data. If not possible, 
obtain explicit and informed consent from individuals before collecting and using their data for infodemic monitoring 
and detection. Ensure that they understand the purpose and potential uses of their data.
2. Adhere to data protection regulations: Comply with relevant data protection regulations and laws to safeguard 
user information. Ensure that all data handling processes adhere to legal requirements, such as the General Data 
Protection Regulation (GDPR).
3. Privacy by design: Incorporate privacy considerations from the outset of infodemic management processes. Ensure 
that privacy safeguards are integral to the design and implementation of data collection and analysis methods, in 
order to guarantee that data points in the datasets are not attributable to individuals.
4. Proportionate data processing: Only collect and process data that is necessary and proportionate for the specified 
infodemic management purposes. Conduct impact assessments to justify the need for such data processing.
5. Temporary restrictions: If exceptions to privacy principles are deemed necessary, ensure that they are explicitly 
limited to the state of emergency and that they are legally justified, necessary, and proportionate. Implement 
safeguards to protect individuals' data and plan for a return to normal data processing after the state of emergency is 
lifted.
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review       KEY CONCEPTS

• Too much information during a disease outbreak

• It causes confusion, risk-taking, and harms health.

• It leads to mistrust in authorities and undermine public health 

response

• It can worsen disease outbreaks.

• Growing digitization can amplify the spread of harmful messages.

INFODEMIC

• The systematic use of risk- and evidence-based analysis and 

approaches to manage the infodemic and reduce its impact on health 

behaviours during health emergencies.

INFODEMIC MANAGEMENT

SOCIAL LISTENING

• Monitoring and integrating analysis from diverse data 

sources (social, behavioral, media, and epidemiological)

• Systematic analysis, generating intelligence, helps 

structuring judgment and producing actionable 

recommendations.
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review       WHY ETHICS

Insufficient infodemic preparedness

Lack of research

Lack of first-hand experience

Immediate action needed

What went well

Lessons learned

Need for an ethics framework
Ethics as a tool for infodemic 

management and social listening, 

not as an obstacle

ETHICS
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      WORKING GROUP

Evidence-based guidance 

(Scoping review)

Guidance document - Ethical considerations of 

social listening and infodemic management
WHO Expert Group on

ETHICAL CONSIDERATIONS OF SOCIAL LISTENING AND 

INFODEMIC MANAGEMENT

Submitted to JMIR AI 

(103 studies included in the review)

Publication expected late 2024
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      QUERY

INFODEMIC

What happens during infodemics

(Misinformation, information voids, 

etc.)

AND

Response (to misinformation, 

information voids, etc.)

OR 

Social listening

AND

Context (which emergency, chronic 

emergency, etc.)

OR AND ETHICS
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through database
searches

PubMed: 225

WoS: 578
Scopus: 1868

Records identified:

2671

Duplicates removed:

192

Records screened
against exclusion

criteria: 

2479

Records excluded
(not matching

exclusion criteria):

2261

Full texts screened
against inclusion

criteria:
218

Full texts excluded
(not matching

inclusion criteria):
115

Studies included in

review:
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Additional material

26

Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      PRISMA

full text is available AND

full text mentions social listening or infodemic

management (directly or indirectly, see \‘infodemics

(expanded)\’ in query definition/query v3) 

OR (full text mentions outbreak, epidemic, pandemic OR 

full text mentions public health, risk for public health, public 

health emergency, and related concepts (both ‘acute’ and 

‘chronic’)) AND

full text mentions ethics or ethical aspects

INCLUSION CRITERIA
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      ANALYSIS

Item type

Journal Paper 88

Document 9

Preprint 2

Report 2

Presentation 1

Book 1

Study type

Theoretical 45

EMPIRICAL 35

Viewpoint/commentary 14

Other 5

Literature review 4

Methodology

Observational 30

Cross-sectional 28

Descriptive 21

Quantitative 12

Qualitative 11

Mixed methods 11

Analytical 8

Longitudinal 7

Experimental 5
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      ANALYSIS

TYPE OF HEALTH EMERGENCY (number of studies)

Pandemics and epidemics

Infodemics

Chronic health emergencies

Environment

General health emergency

Not defined

49
24

Other

6

5

4 1

14

COVID-19

Influenza H1N1

HIV

(general)

Measles

Infectious disease (general)

H5N1

Dengue

COVID-19

Vaccines

(general)

Smoking

Alchohol

Obesity / nutrition

Food risk

Radioactivity

Flood / disaster

Water pollution

Contamination
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      ANALYSIS

PUBLICATION YEAR
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      ANALYSIS
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      SOLUTIONS

TRUST

Embrace Public Involvement
Avoid top-down approaches; involve the public.

1

Business-like Approach
Consider branding and advertising services to 

highlight public benefits.

Prioritize Ethics
Avoid profit-oriented mindsets, focus on public 

welfare.

Build Trust in Research
Strengthen trust in research and researchers.

Maintain Integrity
Refrain from manipulating the public, even for good 

causes.

Inform, Don't Shape Policy
Provide objective information to inform public policy.

Demonstrate Credibility
Be credible and rely on expertise.

Collaborate
Collaborate with various stakeholders for inclusive 

decision-making.
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      ANALYSIS
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      SOLUTIONS

SURVEILLANCE AND SOCIAL LISTENING

Informed Consent
Include informed consent in social listening, except in 

situations of necessity and with relevant protection in 

place. 

2

Protect Privacy Rights
Guarantee privacy throughout the social listening 

process.

Transparent Data Collection
Publicly explain data collection and social listening 

strategies.

Prioritize Active Listening
Prefer active social listening practices.

Ethical Boundaries
Avoid using social listening for dissent tracking.

Real-time Monitoring
Monitor information flows in real-time, including offline 

sources

Minimize Bias
Strive for data representativeness to minimize biases 

in social listening.

Address Public Concerns
Consider public concerns when shaping infodemic 

management strategies based on social listening 

analytics.
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      MAIN TAKEAWAYS
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Crisis response in a context of 

BROAD epistemic underdetermination

FIELD experience Research
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Ethical Implications of Infodemic Management and Social Listening: A Scoping Review.      MAIN TAKEAWAYS

Public engagement

Active social listening

Transparency

Acknowledging uncertainty

Building resiliency

REDUCE POLARIZATION and increase TRUST

Improved public health response

Adherence to public health measures 

1
2

3
4

5

How to improve
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Thanks for
Your time!

it’s over, I swear

https://www.giovannispitale.net/empirical-bio-ethics-101-ca-foscari-challenge-school/
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